
Alert Logic’s on-demand threat, log, and IT compliance 
management solutions provide the easiest way for our 
customers to protect their networks and comply with 
policies and regulations. Our on-demand platform utilizes 
software-as-a-service to deliver the benefits of rapid 
deployment, zero maintenance, and no upfront capital costs.

The Alert Logic Log Manager solution is designed to enable 
compliance with regulations such as PCI, SOX, HIPAA, 
and GLBA that mandate log data be collected, regularly 
reviewed, and securely archived. Log Manager also makes 
the same data available for analysis and forensics in order 
to enhance overall security and availability. 

The Alert Logic Threat Manager solution is designed to 
provide a critical layer of network defense against threats 
that easily bypass perimeter and endpoint defenses 
– constantly protecting internal networks from viruses, 
worms, and other threats brought in by roaming laptops, 
VPN connections, wireless access points, partner portals, 
and other supposedly “trusted” sources.

Our on-demand platform consists of two components  
that collectively enable an unprecedented level of ease  
of ownership:

 �The network appliance is the only component that 
resides on-premise and is responsible for collecting 
and forwarding log, threat, and vulnerability data to our 
datacenter for further processing

• �The software-as-a-service component is hosted in our 
datacenter and is responsible for analyzing and securely 
archiving log, threat, and vulnerability data from all 
Alert Logic customer appliances across the globe. This 
component also supplies all real-time and historical 
trending and reporting via the customer web portal.

•
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How It Works

Only Alert Logic Harnesses the Power of software-as-a-
service to Deliver Both IT Compliance and Security in one 
integrated platform. Alert Logic’s on-demand platform is 
designed for rapid deployment, zero maintenance, and 
maximum ease of ownership for our customers and 
partners. Our customers only need to plug in an Alert Logic 
network appliance – no additional software or hardware 
infrastructure is necessary.

All other solution components such as the management 
portal, reporting engine, historical data repository, and 
configuration data all reside in the Alert Logic datacenter, 
not on our customers’ networks. The only software you 
need to access our solution is a browser. The result 
is virtually no customer resources spent deploying, 
configuring, maintaining, or upgrading our solution.



Alert Logic’s hosted expert system performs advanced 
correlation to virtually eliminate the false positives typically 
associated with intrusion detection technology. Our multi-
factor correlation triangulates IDS alerts, firewall events, 
target vulnerabilities, global threat trends, and other 
factors to provide far more expansive and accurate threat 
identification, containment, and blocking. This approach 
goes far beyond typical Intrusion Detection and Prevention 

products that rely on only one or two factors such as 
signatures or traffic anomalies to identify network threats. 
This enables you to rapidly detect and contain a complete 
range of threats, including Internet worms, rogue network 
scans, unauthorized access attempts, DoS attacks, Trojans, 
spoofing, and suspicious network traffic, before they can 
impact your business.

Alert Logic patent-pending 7-Factor Threat Scenario Modeling
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BROAD SPECTRUM OF NETWORK THREATS
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Leverages thousands of 
threat signatures for efficient 
recognition of well known threats

Improves accuracy 
and response times 
to imminent threats

Catches complex threats that 
less sophisticated systems 
won’t detect

Correlates threats with thousands 
of known host vulnerabilities to help 
eliminate false positives

Threats aimed at higher value 
assets are automatically 
prioritized

Provides early warning of 
outbreaks allowing for faster 
zero day protection

Verifies that target has indeed been 
compromised and can trigger 
containment actions

Alert Logic’s exclusive multi-factor correlation technology enables you 
to distill threats down to only those that deserve priority attention.


