
Alert Logic Threat Manager provides on-demand network 
security, including intrusion protection, vulnerability 
management and compliance automation, to help protect 
networks from threats that bypass perimeter, desktop and 
server defenses.

Our on-demand Software-as-a-Service (SaaS) platform 
delivers rapid deployment, zero maintenance and no 
hardware or software costs. This enables our partners and 
their customers to be secure and compliant at a fraction of 
the cost and complexity of traditional products.

Threats Bypass Existing Defenses

Internal network security breaches remain a significant 
issue today. According to the recent FBI/CSI Computer 
Crime and Security Survey, more than 52 percent of 
organizations continue to experience security breaches, 
even though over 97 percent have deployed firewall and 
anti-virus protection. This requires new approaches and 
additional defenses to improve network security, ensure 
compliance and meet availability objectives.  

To improve security effectiveness, a defense-in-depth 
network security strategy should be adopted which 
includes advanced network security technologies such 
as intrusion detection and prevention. However, many 
organizations have tried and failed to deploy traditional 
intrusion protection solutions since they are known 
to produce an avalanche of false-positives and require 
constant alert review, tuning and refinement.

Unique Three Layers of Protection

Alert Logic Threat Manager provides three layers of 
protection through the combination of a network appliance, 
hosted software and 24x7 Security Operations Center 
(SOC). With patent-pending 7-factor Threat Scenario 
Modeling, the solution is highly accurate and effective. 
Also, with the on-demand three-layered delivery model it is 
available at an extremely low cost via a monthly subscription.

Alert Logic partners can generate immediate revenue with 
no up-front investment, no additional staff and no ongoing 
maintenance burden.
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How It Works

Only Alert Logic Harnesses the Power of software-as-a-service to 
Deliver Both IT Compliance and Security in one integrated platform.
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Key Benefits

�• �Increases revenue and retention rates via a completely 
monitored and managed solution that maximizes both 
security up-sell and datacenter density, all without up-
front capital, infrastructure, or FTE investment.

�• �Enables rapid deployment with no software to install 
and maintain. This includes a hosted web portal, a fully 
staffed SOC and a highly flexible virtualized appliance that 
supports nearly any network architecture.

�• �Maximizes sales effectiveness and productivity with 
pre-built customer-ready marketing and sales materials 
designed for quick integration into existing security 
service offerings.

�• �Achieves better network security with fully integrated 
intrusion protection, vulnerability management and IT 
compliance automation.

Key Features

�• �Multi-tenant virtualization protection for up to 50 
customer networks in a single 1U appliance while still 
allowing each customer to manage their security via a 
private management portal, enabling better data efficiency 
and higher customer satisfaction.

�• �Comprehensive compliance reporting for PCI, SOX, 
HIPAA and GLBA, including failed or inappropriate access 
attempts, configuration exposures and security incidents.

�• �Extensive intrusion and vulnerability detection  
based on more than 8,000 known threat signatures  
and 12,000 unique vulnerabilities, with real-time updates 
supplied automatically.

�• �Around-the-clock threat monitoring by a team of 
trained SANS, GIAC and CISSP certified analysts who 
provide 24x7 monitoring for advanced threats.

�• �Accurate incident identification via dynamic network 
threat ratings based on attack severity and asset aware 
correlation, such as host criticality, number of active 
services, number of potential exposures and number of 
verified vulnerabilities.

�• �Attack correlation of vulnerabilities present on the target 
host by CVE ID.

�• �Successful compromise validation based on response 
analysis, payload analysis, correlated event groups and 
attack patterns (true positive identification).

�• �Automated defensive actions by dynamically configuring 
existing firewalls and access control devices to shut down 
confirmed threats.

�• �Automated containment actions by dynamically 
removing compromised or worm infected hosts from  
the network, shutting down their switch ports.

With the Alert Logic Threat Manager dashboard, you know your security 
posture at all times.


