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Executive Summary

Headlines have been written, fines have been issued and companies across the globe are feeling the
pressure of the amount of resources, time and capital that are needed to comply with the Payment
Card Industry Data Security Standard (PCI DSS). Companies not only have to embrace new policies
and implement changes to network configurations, but they must also ensure that technology is in
place to protect cardholder data. Specifically, Requirements 6, 10 and 11 can be the most costly and
resource intensive, requiring log management, vulnerability assessment, and intrusion detection.

Alert Logic is changing the way that IT compliance and security solutions are designed, delivered, and
utilized. As the security industry’s only provider of on-demand log management, threat management,
and IT compliance automation solutions, Alert Logic provides organizations with the easiest and most
affordable way to secure their networks and comply with critical policies and regulations.

Alert Logic’s solutions include:

e Log Management - leverages on-demand architecture to automatically collect, transmit,
analyze, and archive log data from across your organization.

e Threat Management - combines intrusion detection and vulnerability management
technology into a single integrated solution, offering both proactive and reactive protection
from the latest threats.

Threat Manager™ PCl DSS REQUIREMENT )
ActiveWatch .1.1 Monitor zero day attacks not covered
by Anti-Virus
* Network intrusion detection and alerting, Identify newly discovered security
including SSL decryption capabilities .
vulnerabilities
* Unlimited internal and external .2 Perform network vulnerability scans
vulnerability scanning quarterly by an ASV
* PCl-Approved Scanning Vendor (ASV) y .4 Maintain 1DS/IPSto monitor & alert
* 24x7 monitoring by in-house, certified personnel, keep engines up to date Y,

security analysts

Log Manager™
LogReview

PCI DSS REQUIREMENT

Automated audit trails

* Agentless log collection and storage from

syslogs, Windows logs, and text logs Capture audit trails

* Automated correlation and alerting of Secure logs

defined security and compliance incidents Review logs at least daily

* Mandate-specific scorecards, dashboards,
and reporting

* Daily review, analysis and monitoring of log Retain audit trail for at least 1year J
reports by in-house GIAC security analysts

Maintain logs online for 3 months

This white paper provides the top 10 reports that are critical to comply with PCI DSS 2.0. All of these
reports are delivered through a Software-as-a-Service (SaaS) model.
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REPORT 1: Quarterly Internal and External Network Scan from Approved
Scanning Vendor (ASV)

/ ALERTLOGIC

A
/1 Vulnerabilities
&Y )

Range: Mar 27 2011 - Apr 27 2011
Vulnerability Reports

Browse Devices 536 '7

438 |

339 j_
Did you Know? 241
You can search for & &
vulnerabilities by Mar 27 Apr 27
name, ID, or network .
location. Included Risk Levels:  [[|ynclassified [#]Low [ Medium [#Inigh ¥ critical [#lurgent | Apply

Statistics | Scans | PCI Compliance | Search
Current Status i PCI Scan
\ 3 Last Scanned: Apr 25 2011 6:00pm
Scheduled Next: Apr 27 2011 2:40pm

X Non-Compliant
Last scan: Apr 25 2011 6:00pm

Latest 10 Reports

| Schedule New Scan

Questionnaire

- Looking for the PCI Questionnaire? Download them here.
PCI Scan Results: AL Demo Scan Apr 25 2011 Non- i g Q
&:00pm compliant =
PCI Scan Results: Alert Logic Web PCI Apr 5 2011 1:45pm  NoM
compliant
=, .5 Apr 4 2011 Mon-
PCI Scan Results: Scan Test 10:30pm compliant

ot Sean Dacolter Manthhs Tact Sran Aned 2011 1onnam  NONS

Requirement 11.2 states that all merchants must run a quarterly internal and external network scan
and provide the results to their acquiring banks. External vulnerability scans can identify security

exposures that must be documented and remedied in order to stay compliant with PCI DSS.

These scans can also identify vulnerabilities in your environment that can’t be properly mitigated
because of technical or business constraints. In this case, a compensating control can be
implemented to sufficiently mitigate the risk associated with the identified vulnerability. These
compensating controls must be identified and documented to effectively maintain your PCI

compliance status.

PCI DSS scans must be performed by an approved scanning vendor. Alert Logic is a PCl Security
Standards Council Approved Scanning Vendor (ASV). Alert Logic’s Threat Manager solution can
perform external vulnerability scans, and offers an online PCl self-assessment questionnaire. Threat
Manager provides a constant view of your PCl compliance posture and helps you identify issues that
could potentially impact your compliance status. Alert Logic can also assist with the documentation

of compensating controls.
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REPORT 2: All Users Logging Into Sensitive Servers

/ ALERTLOGIC
‘\ Summary | Dashboard | Threats | Vulnerabilities | Logs | Cases | Management [JEGI1A% _

Login: Top 10 Successful

« Back to Reports

Company: AlertLogic Demonstration Date Range: April 26 2011 12:00am to April 27
_ 2011 11:33am
T PDF Version Customers: AlertLogic Demonstration
i Generated: Wednesday, April 27 2011 11:35am
E_] Excel Version Zones: All Zones e AP

Host Groups: All Host Groups

User: Sales Account

Top 10 Successful Logins

This section displays the top 10 users logging in during the time period of this report, based on log messages in the
category 'Successful Login'.

0 200 400 600 800 1,000 1,200 1,400 1,600

1 I EEEEEE———
#2 ———

# .
# .
#5 .
#
#7 .
#E M
# |
#10 M
E;Eglh User Name Count .?ﬁtgi
#1 root 1,509 70%
#2 cchurch 294 14%
#3  dholm 59 3%
#4 gene 56 3%
#5 sadowvnikow 52 2%
6 userlzi4 51 2%
#7 49 2%
#8 abcd1234 28 1%
#8 as| 27 1%
#10 oracle 27 1%
+ Back to Top

Requirement 10.2 states that a merchant must implement automated audit trails for all systems
components, and specifically all individual access to cardholder data (10.2.1). The report above
provides the specific user information on who is logging into systems where cardholder data is being
stored. It is crucial to track this information to determine if unauthorized users have gained access to
the data.
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REPORT 3: Failed Login Attempts into Sensitive Systems
Log Messages
-+ «Undo: View set to Failed | Full History Search Filters Eoianne
Options
 Reset all parameters % - %am | Fri 9am - 10am | Fri 10am - 1lam |Fri ilam - now | Last 60 minutes » \fiew logs by: | Hour ¥
sl s el Showing: 1 - 25 of around 944 logs View Type: Message | Field gl B

= Displaying logs for:

- AlertLogic Demonstration
(change)

Available Views

i O IO e OO IO

1]

- All Messages
- Saved Views
- Executed Views

-- Application

- Config
- File

-- Network
- Service

- User
[ Added

- File

- Group

[l Login
Administrator

View

View

View

View

View

View

Date™

Apr 29 2011
11:44:50

Apr 29 2011
11:44:10

Apr 29 2011
11:44:09

Apr 29 2011
11:42:19

Apr 29 2011
11:42:18

Apr 29 2011
11:42:17

Log
Source

al-demo-

log-01

al-demo-

log-01

al-demo-

leg-01

al-demao-

log-01

al-demao-

leg-01

al-dema-

lag-01

Message Type

Juniper VPN
Connection not
Authenticated

Seolaris SSH Remote
Login Method
Refused

Solaris SSH Remote
Login Method
Refused

Apache
Authorization
Header Error

Apache
Authorization
Header Error

Apache
Authorization
Header Error

Message

Juniper: 2006-09-15 05:26:15 - ive - [10.29.50.77] System()[] -
Connection from IP 10.29.50.77 not authenticated yet
(URL=/dana-na/auth/welcome.cgi?p=timed-out)

sshd[11819]: [ID B00047 auth.info] Postponed publickey for
cchurch from 192.168.0.1 port 4527 ssh2

sshd[18195]: [ID 800047 auth.info] Postponed password for
cchurch from 192.168.0.1 port 1530 ssh2

apache2[26107]: [notice] [SOMETHING] Digest: missing user,
realm, nonce, uri, digest, cnoence, or nonce_count in authorization
header: FAKE

apache2[26107]: [notice] Digest: missing user, realm, nonce, uri,
digest, cnonce, or nonce_count in authorization header: FAKE

apache2[26107]: [notice] [SOMETHING] Digest: invalid uri
</someapp.php> in Authorization header

Continuing with Requirement 10.2, merchants must also track failed login attempts into systems that
contain cardholder data (10.2.4). This requirement is to ensure that companies are tracking when an
unauthorized person is attempting to access cardholder data.

This report can be scheduled to run on a daily basis to ensure that attacks such as brute force attacks
are not occurring. Many companies use this report to determine if contractors or onsite vendors are
trying to gain access to sensitive information.

PCI DSS TOP 10 REPORTS



REPORT 4: Approved Access to Cardholder Data Logs
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/ ALERTLOGIC
\ Ea
Summary | Dashboard | Threats | Vulnerabilities | Logs | Cases [IENENISul-Uls

Management

General
Appliances
Browse Devices
Users & Groups

Threat Manager

Blocking
Configuration

Global Options

Log Manager

Log Correlation
Policies

Log Collection
Policies
Collection Status

Log Source
Configuration

Appliance Policy

Users

Users:

Dylan Redding El Go

Brian Caddell
Chris Church
Chris Mullins
Chris Patterson
Chris Sullo
Chris Walcott
Dave Colesante

Ed Higgins

EFH

Eric Irvin-SE

Eric Reeves

Frank Wianzon
FusionStorm Demo
garrett pickering
Gene

Hanni Wickline
Hosting SE

lae Kirm

s

dustin dolphin

ew Group ]

Requirement 10.5 states that merchants must secure audit trails so they cannot be altered. This
starts with verifying that only authorized individuals can view audit files (10.5.1). The report above
shows exactly that information.

The Alert Logic solution enables customers to assign who should have access to the log information,

and then provides a report to verify which individuals have access. This report should be reviewed on
an ongoing basis to determine if an unauthorized user has been added to the log access list.
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REPORT 5: 12 Month Log Retention

/ ALERTLOGIC
9

\ Summary | Dashboard | Threats | Vulnerabilities | Logs | Cases [UELEREL TN

Management

General Log Collection Policies

Appliances

Browse Devices ’
Appliance:

Users & Groups =
P al-demo-leg-01[*| | Ge
Threat Manager

Blocking
Configuration Collection Status | Log Source Configuration | Appliance Policy

Global Options

Log Manager Global Data Retention Policy

Log Correlation

Policies

Store for up to: 12 months (call your Alert Logic representative to change this setting)

Log Collection
Policies . .

Caollection Status Appliance Policy

Log Source )

Configuration By default: @ Accept all logs

Appliance Policy Deny all logs

Default Priority: Priority (Medium) El

Bandwidth Limitation

@ Unrestricted
) Restricted

Update | Pause Collection

Requirement 10.7 states that a merchant must retain audit trail history for at least one year, with a
minimum of three months immediately available for analysis. This report verifies log collection
policies to ensure companies are staying in compliance with Requirement 10.7.

The Software-as-a-Service platform allows Alert Logic’s customers to not only store their logs in the
Alert Logic data center for at least 12 months, but all customer logs are immediately available for
analysis regardless of the size or age of the archived data. The user interface includes Google-like
search capabilities, which enable customers to quickly find and report on all of their log data.
subscription fee, and subscribers access their data seamlessly. In addition, customers have turned to
Software-as-a-Service (SaaS) solutions to provide business-critical and security services because of
the attractive pay-as-you-go model, dynamic scalability, and minimal installation or maintenance
requirements.
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REPORT 6: Incident Report
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/ ALERTLOGIC
L

Incident List

Incidents

Ewvents

Blocks

Showing: 1 - 25 of 277 incidents

D

825943

825135

820981

819757

816783

815082

813899

813876

813874

O T e |

813871

Requirement 11.4 states that merchants must use an intrusion-detection system to monitor all of the
traffic in the cardholder data environment and alert personnel to suspected compromises. The
report above gives an example of all the incidents within a particular environment.

This report provides the security staff a complete listing of incidents, so they can identify where
threats are occurring. It's important to point out that the spirit of Requirement 11.4 is to not only
identify these threats, but also to react quickly to resolve them.

The Alert Logic Security Operations Center (SOC) staff is an around-the-clock monitoring team who
review all incidents and network threats in your environment. The team is made up of security
experts who can identify incidents and notify your personnel in 30 minutes or less. In addition to the
rapid response, the Alert Logic security team will work with your security team to quickly resolve the

issue.

Date~™

Aprze 2

Welcome, Sales Account | My Account | Help | Security Content Center | Log Out

\ Summary | Dashboard [[RUUECICHM Vulnerabilities | Logs | Cases | Management | Reports

Summary

Attacker succeeded in retrieving a directory listing
Attacker succeeded in retrieving a directory listing
Attacker succeeded in retrieving a directory listing
Attacker succeeded in retrieving a directory listing
Attacker succeeded in retrieving a directory listing
Attacker succeeded in retrieving a directory listing
Directory listing via PnP Exploit

MNessus vulnerability scan from 10.5.8.35

Attacker succeeded in retrieving a directory listing

Korgo infected host at 10.0.45.42

Events
13,524
15,845
20,486
22,147
14,507
16,888

181,353
131,206
11,562

50,376

Search

Type: All | Events | Logs

Threat

Status

Mo Analysis Required
Mo Analysis Required
Mo Analysis Required
Mo Analysis Required
Mo Analysis Required
No Analysis Required
No Analysis Required
No Analysis Required
Mo Analysis Required

No Analysis Required

PCI DSS TOP 10 REPORTS
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Search Filters

Range: |3 Months El
Class
application-attack
application-attack
application-attack
application-attack
application-attack
application-attack
application-attack
recon
application-attack

worm-activity
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REPORT 7: Latest Patches Not Installed on Host Systems

@ Configuration Management @

Latest Patches Not Installed

The systems and applications that store, process, or transmit cardholder data and supporting infrastructure should
hawe the latest security patches installed.

@ Requires Action:

Vulnerable Hosts @
Host Criticality Exposures Risk Level
10.0.2.46 100 24 E I Urgent
10.0.2.47 100 26 I Urgent
10.0.2.254 100 13 I Urgent

Needs Review:

Hidden Vulnerabilities - Hosts @
Host Criticality Hidden Exposures Risk Level
10.0.2.46 100 3E AN Urgent
10.0.2.47 100 4 I Urgent

The theme of Requirement 6 is to ensure that systems and applications are maintained and updated
on a regular basis to guard against known vulnerabilities. The Verizon Business Data Breach
Investigation Report from 2010 states that 86% of attacks were considered avoidable through
reasonable controls.

Requirement 6.1 states that all systems components and software have the latest vendor-supplied
security patches installed within one month of release. The report above provides a quick way to
determine what systems with cardholder data do not have the current patches installed. This report
is included in the Threat Manager product.
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REPORT 8: Vulnerability Dashboard
/ ALERTLOGIC
O
Summary Dashboard Threats Vulnerabilities Logs Cases Management Reports
Summary
NEmaotie Threat Events Log Messages <
AlertLogic
Demonstration Range: 24 hours 1 month | 2 months
40,000
30,000
20,000
Day: 28 2930 311 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
M Incidents
Threats (1 2=, e Vulnerabilities (corent status) 2 Logs (20 d=y=) =z
& Threat Level »’!z Exposure Level Disk Usage (MB)
| EE——— =

1z 3 45 6 7 8 910

@ 0 Worm infactions
View

@ 1 Critical incident
View

© 0 Active defenses
View

Threat Summary

1z 3 45 6 7 8 910

Q 39% Hosts with vulnerabilities
View

Q 51 Critical or urgent vulnerabilities
View

Q PCI compliance: Not Compliant
View

Vulnerabilities Summary

100 Z00 300 400
@ 6 Active log sources

1 msa/sec

View

@ 132,247 outstanding compliance
incidents
View

E 352.17 MB Disk usage
View
Logs Summary

PCI DSS mandates that merchants have a system and policy in place to scan for the latest
vulnerabilities in Requirement 6.2. The above dashboard provides a high level view into an

environment and includes vulnerability exposure levels as well as threat incidents and log alerts.

Alert Logic’s Software-as-a-Service platform automatically updates to search for the latest
vulnerabilities and will scan your network to maintain the highest level of security. All maintenance
and vulnerability updates are performed by Alert Logic, ensuring that your environment is protected

from the latest threats without using internal resources to keep your systems current.

PCI DSS TOP 10 REPORTS



REPORT 9: Log Review Dashboard
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10

ALERTLOGIC

A

Dashboard (more options)

Sources Not Logging Edit | T

1P Address Appliance Last Message
10.0.10.19 al-demo-uni-01-log Apr 4 2011 11:24:09
nane al-demo-log-01 Mar 21 2011 18:51:52
10.211.55.3 al-demo-log-01 Mar 21 2011 18:51:52

Local0.Notice al-demo-log-01 Mar 21 2011 18:51:52

172.16.0.10 al-demo-log-01 Mar 21 2011 18:51:52

& You are viewing a 1 day time span.

PCI Scorecard

Edit | W

‘ @ Current Status

|\ 3¢/ Non-Compliant
Last scan: Apr 25 2011 6:00pm

Threats | Vulnerabilities | Logs | Cases | Management | Reports

Welcome, Sales Account | My Account | Help | Security Content Center | Log Out

1 New Reports (24)

Bl 1 item in Case

‘ @ Access

Inappropriate Access to Systems or Data Q6 Items For Review
Buffer Overflows Q.6 Items For Review

Injection Flaws Q4 Issues Require Action

Generic/Default User Accounts Q14 Issues Require Action

Default Passwords oK

Broken A ion and Session

OK

The most time consuming aspect of PClI DSS compliance is daily log review which is mandated by
Requirement 10.6. Without an automated log management system many companies can spend over

Top Rules Edit Incidents by Status Edit| =
Label Message Type Count % Label Status Count %
CROND Running 45,571 9% Unacknowledged 257 94%
u CROND Session Created 43,792 8% u Acknowledged 14 5%
[ ] Cisco PIX IP Traffic Blocked 21,426 4% [ ] Re-Opened 1 0%
Unix SSH Login Failed 18,675 3%
All Others 406,351  76% € You are viening = 1 month time span.
6 You are viewing a 30 day time span.
S0X Scorecard Edit| =
Logs Edit| = ‘GAccess
£ Disk uszae (1B) Unauthorized Access to Financial Q6 Items For
Systems Review
100 200 300 400
6 Active log sources Weak Passwords oK
1 msg/sec
View
Default User Accounts Q14 Issues Require Action

12,247 Outstanding compliance incidents
View

352.10 MB Disk usage
View

‘ @ configuration Management |

Latest Patches Not Installed

@51 Issues Require Action

& You are viewing = 30 day time span.

‘ @ Incidents |

eight man hours a day reviewing log data.

Alert Logic’s Log Manager automates this daily task by providing easy to read dashboards, like the
one above, which shows alerts triggered by log data. Administrators can quickly determine what
areas need to be addressed immediately. The team reviewing this dashboard can see that
unauthorized access is being granted, the latest patches are not installed, and that security incidents
require attention. This dashboard also shows the current PCI compliance status based on the log data

collected.
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REPORT 10: Capturing Audit Logs
/ ALERTLOGIC Welcome, Sales Account | My Account | Help | Security Content Center | Log Qut
‘\ Summary | Dashboard | Threats | Vulnerabilities [@EL Cases | Management | Reports

ﬁi 1 item in Case

£f Logs
. Archived Messages Analyzed Messages
Log Incidents 9 vz 9 L

Log Messages
Range: Mar 27 2011 - Apr 27 2011 | Messages: 141,638

Browse Devices

Log Collection Policies

Did you Know? 79
You can search for log o
messages as they
arrive in real time.

Lo P g A A e J{
Mar 27 %pr 27

Recent Messages || Statistics

Latest Incidents

. Appliance ueue iE
Sources Not Logging pp Q
Busiest Sources Now Day Week
Appliance Performance al-demo-log- 0.0% 0.5% 0.5%

Appliance Transport

Appliance Queue

Top Message Types
Dizk Usage History

Capturing audit logs can be a very time consuming component of PCl DSS compliance. The entire
theme of Requirement 10.3 is to collect logs from all points where cardholder data is stored,
transmitted, or processed. The logs collected from these systems provide a tremendous amount of
information that can be used for investigating security breaches, alerting on attacks, and informing
security staff of unauthorized access to cardholder data.

The dashboard above sheds light into all log data associated with cardholder information.
Administrators can use this Alert Logic dashboard as a starting point for all log administration activity.
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Summary

12

IT compliance and security management is becoming more complicated and expensive every day.
Alert Logic simplifies this by delivering an integrated solution consisting of Software-as-a-Service
products and 24x7 Security Operations Monitoring services for intrusion detection, vulnerability
assessment, and log management. These tightly coupled solutions enable customers to address the
most costly and painful requirements of expanding compliance mandates while lowering costs and
accelerating deployment.

Alert Logic’s Threat Manager™ and Log Manager™ solutions utilize a combination of patented grid-
based technology and cutting edge 7-factor threat scenario modeling to accurately identify and
prioritize threats in your environment. Integrated with those solutions, Alert Logic ActiveWatch and
LogReview are around-the-clock services that provide expert human analysis, review and insight on
real-time security threats and alerts. These services satisfy compliance requirements for daily log
review or 24x7 monitoring at a fraction of the cost of employing these skills in-house.

Alert Logic’s Security-as-a-Service model is the picture of simplicity and efficiency. All solution
capabilities can be access from any browser and all configuration, tuning, maintenance, and solution
upgrades are performed automatically and seamlessly by Alert Logic. With nearly a decade of
experience and over 1,200 satisfied customers, Alert Logic’s solutions are proven to meet and
radically simplify your compliance and security needs.

PCI DSS TOP 10 REPORTS
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