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Time
From Exposure
to First Attack

13 minutes

On average, post-exposure, 
an SSH attack occurs in less 

than 2 hours.

This map demonstrates how quickly cybercriminals seek out attack vectors within your systems. Within 24 hours of 
exposure to the Internet, it is likely that your systems have already been scanned and selected for further investigation 
by cybercrime groups. Mitigate your risk for attack by applying security best practices that include continuous 
monitoring of your networks and systems. 

The Alert Logic ActiveIntelligence group operates a number of proactive initiatives to gather information on the threat landscape, one of which is a baiting operation utilizing our global honeynet network.
The times listed in the table above represent average lengths of time from exposure to attack for the four most common types of attacks.

On average, post-exposure, 
an email (SMTP) attack 
occurs in less than 4 hours. 

Time From Exposure to Email Attack 
4 hours, 21 minutes

Time From Exposure to SSH Attack 
1 hours, 42 minutes

Time From Exposure to Web Attack 
5 hours, 03 minutes

Time From Exposure to Remote 
Desktop Attack 
1 hour, 10 minutes

On average, post-exposure, a 
web attack (HTTP) occurs in less 
than 4 hours.

Time
From Exposure
to First Attack

11 minutes9 minutes
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Time From Exposure to Email Attack 
2 hours, 49 minutes

Time From Exposure to SSH Attack 
1 hour, 38 minutes

Time From Exposure to Web Attack 
3 hours, 05 minutes

Time From Exposure to Remote 
Desktop Attack 
2 hour, 06 minutes

Time From Exposure to Email Attack 
3 hours, 53 minutes

Time From Exposure to SSH Attack 
1 hour, 28 minutes

Time From Exposure to Web Attack 
6 hours, 22 minutes

Time From Exposure to Remote 
Desktop Attack 
4 hours, 34 minutes
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