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In an increasingly complex security world, there is a lack of solutions that can effectively identify 

vulnerabilities and exposures present in applications and infrastructure in a public cloud environment. 

These solutions are not built for the complexities associated with the cloud and, as a result, do not give 

adequate visibility into vulnerabilities. Therefore, organizations are challenged to adequately secure their 

public cloud environments with the current tool sets available.  

The evolving threat landscape and steady increase in vulnerabilities mean that IT security and operations 

decision-makers will need to update their solutions to meet the security challenges of the 21st century.  

In July 2015, Alert Logic commissioned Forrester Consulting to conduct research on the current 

vulnerability assessment solutions and the challenges companies face in securing their cloud 

environments against exposures.  

50 US IT professionals 

responsible for network 

architecture for cloud 

deployment 
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Cyberattacks occurred more 

than once for 29% of companies 

surveyed.  
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Breaches Are Growing 

Thirty-seven percent of US security professionals estimate that their 

firm’s sensitive data was breached in the past 12 months. For 29% 

of these companies, cyberattacks occurred more than once.  

What’s more, businesses experience a variety of external and 

internal breaches. For the majority of organizations, external attacks 

are carried out through a software vulnerability.  
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A software vulnerability is the 

primary method by which 

external attacks are carried out.  
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Many Factors Increase The Presence Of 

Vulnerabilities In The Cloud 

Additionally, IT professionals cited lack of visibility of their network 

and aging firewall systems as the top two factors for an increased 

presence of vulnerabilities in their environment. This is indicative of 

the fact that traditional security controls were not built for the cloud 

and can't be retrofitted to achieve the same level of protection and 

visibility. 
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About half of IT professionals 

are not confident in their 

company’s ability to provide 

capabilities in their cloud 

environment.  
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Current Vulnerability Management Platforms Don’t Deliver Results 

Sixty-four percent of firms experience a range of challenges with their current vulnerability management 

platforms. Primarily, their platforms take too long to scan and make it difficult to determine which 

vulnerabilities identified should be prioritized. 

Only about half of respondents are confident in their company’s ability to provide good vulnerability 

scanning, prioritization, and visualization capabilities in their cloud environment. The other half needs help 

incorporating vulnerability management into the DevOps pipeline, automating deployments, auditing cloud 

configurations against industry best practices, and visualizing the entire cloud environment to see what 

assets have critical vulnerabilities.  
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There Is An Appetite For Automated Scanning And  

Auditing Solutions 

Sixty percent of businesses indicated they want an automated solution that is capable of scanning cloud 

applications and auditing cloud services. This far surpasses the need for hiring a third party to scan these 

applications or scanning the applications themselves. That's because cloud applications and services are 

highly dynamic in nature and require continuous and automated monitoring to achieve visibility. Hiring a 

third party to scan these applications would leave a gap in coverage during times of nonscanning, and 

organizations do not have enough resources to scan applications and services themselves. 
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Companies value other 

capabilities in vulnerability 

management platforms, 

including configuration 

management, passive network 

vulnerability assessment, patch 

management, automated 

deployment and asset 

discovery, and trouble ticketing. 
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Firms See The Value In A Vulnerability Management Platform  

IT professionals reported that they value many capabilities in vulnerability management platforms, 

including: 

› Vulnerability prioritization. IT pros don't have time to deal with every single vulnerability (which 

number in the thousands per year). They need to know which vulnerabilities are critical for their 

attention and where to deploy their resources. 

› Active/continuous scanning. Periodic scanning isn't enough, because snapshot assessments of risk 

aren't effective in today's dynamic environments. Active and continuous scanning provides the 

situational awareness and real-time visibility that organizations need. 

› Remediation actions provided. Remediation actions help IT pros know what to do in order to achieve 

the highest level of return. 
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Conclusion 

The risk of a vulnerable software application resulting in a breach is a reality for companies today. 

Existing solutions pose challenges in the cloud: scans take too long, it is difficult to determine which 

vulnerabilities should be prioritized, and new threats are not automatically updated. 

But companies see the value in vulnerability management platforms and want a solution that prioritizes 

vulnerabilities, actively/continuously scans applications, and provides remediation actions.  

METHODOLOGY 

› This Technology Adoption Profile was commissioned by Alert Logic.  

› To create this profile, Forrester leveraged its Business Technographics Global Security Survey, 2015. 

Forrester Consulting supplemented this data with custom survey questions asked of US IT decision-

makers responsible for network architecture for cloud deployment. 

› The auxiliary custom survey began and was completed in September 2015. For more information on 

Forrester’s data panel and Tech Industry Consulting services, visit forrester.com. 


