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ALERT LOGIC ACTIVEINTELLIGENCE: ADVANCING THREAT DETECTION

Creating and maintaining relevant security content is a crucial aspect of a strong security strategy. Alert Logic 
ActiveIntelligence delivers on this requirement and plays an important part in Alert Logic Cloud Defender’s ability to 
provide continuous protection for an organization’s sensitive data. Alert Logic ActiveIntelligence consists of security 
researchers and threat intelligence analysts who work together to create and manage security content. This content 
enables the Alert Logic solution to identify incidents that require review by the Alert Logic ActiveWatch team while filtering 
out irrelevant security events. Unlike other security solutions that require organizations to find, create and manage their 
own security content, Alert Logic invests heavily in this research, which makes Alert Logic Cloud Defender truly unique.

SECURITY CONTENT TEAM

Within Alert Logic ActiveIntelligence, the Security Content team is responsible for managing internal and external 
security content that provides critical insight and additional fidelity to incidents. The team consists of research experts 
who understand how to create, organize, and test security content efficiently to provide the most up-to-date protection. 
Handling threat intelligence data feeds and producing security content on the latest threat vectors and breaches enable 
the Alert Logic ActiveAnalytics platform to eliminate irrelevant security events and hone in on those that warrant further 
investigation by the Alert Logic Security Operations Center (SOC).

When an outbreak or critical vulnerability is identified, these researchers spring into action, identifying the necessary 
signatures and related threat information that needs to be rolled out to Alert Logic customers to protect their environment. 
It is not uncommon for this team to have new content ready for deployment within 24 hours of a detected vulnerability or 
attack. With its dedicated security content researchers, organizations utilizing the Alert Logic solution are the beneficiaries 
of a specialized service that would be difficult to duplicate with an internal IT team.
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A BETTER APPROACH TO SECURITY INFORMATION AND EVENT MANAGEMENT

While not tasked with the day-to-day monitoring of customer 
infrastructure, the security content researchers’ responsibilities are 
just as valuable. Security content researchers will typically split their 
time between managing existing threat content and intelligence 
systems, developing Web Application Firewall (WAF) rules, generating 
log manager parsers, working with third party data feeds, creating 
correlation logic and performing statistical analysis. The researchers’ 
goal is simple – create comprehensive security content with the 
broadest threat coverage possible.

The researcher spends hours combing through third party feeds, looking 
for signatures and contextual information that can be used to develop 
new security content. To complete this task efficiently, the researcher 
follows a prescribed process that revolves around the testing, modifying, 
and re-testing of security content before it is distributed to customers. 
To ensure the content is relevant and produces the expected results, 

the researcher will test the content in a segregated development environment, using sample data from the Alert Logic 
customer base. He or she will select customers from different industries and environment sizes to make sure that, once 
deployed, the new security content is free of unexpected, adverse outcomes.

When not content testing, the security content researcher devotes time to fine-tuning WAF rules used by the Alert 
Logic Web Security Manager, to ensure that the legitimate traffic is not blocked. Additionally, the researcher frequently 
performs holistic reviews of incidents across the entire Alert Logic customer base, looking for macro trends that may 
indicate an outbreak or fast-moving compromise. This information helps the researcher create additional content that 
feeds the Alert Logic infrastructure.

THREAT INTELLIGENCE TEAM

Just as law enforcement and government agencies employ specialized teams who work undercover to gather evidence, 
the Threat Intelligence team mines the cyber underground looking for information that will ultimately feed the Security 
Content team. The Threat Intelligence team is comprised of security experts who understand the methods and tactics 
used by cyber criminals to penetrate networks, exploit application and system vulnerabilities, and exfiltrate sensitive 
data. With this specialized team working nonstop to identify threats and attacks, organizations are protected at a level 
that surpasses the capabilities of most internal IT teams.

A DAY IN THE LIFE OF A THREAT INTELLIGENCE ANALYST

The threat intelligence analyst is passionate about their role with the Alert Logic ActiveIntelligence team, routinely 
going above and beyond to uncover information on the latest threats that could impact the Alert Logic customer 
base. Much of the analyst’s typical day will be spent researching advanced persistent threats (APTs) and trending 
attacks, profiling hacking groups, and monitoring for bugs, vulnerabilities and exploits.
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ABOUT ALERT LOGIC
Alert Logic, the leader in security and compliance solutions for the cloud, provides Security-as-a-Service for on-premises, 
cloud, and hybrid infrastructures, delivering deep security insight and continuous protection for customers at a lower cost 
than traditional security solutions. Fully managed by a team of experts, the Alert Logic Security-as-a-Service solution provides 
network, system and web application protection immediately, wherever your IT infrastructure resides. Alert Logic partners with 
the leading cloud platforms and hosting providers to protect over 3,300 organizations worldwide. Built for cloud scale, our 
patented platform stores petabytes of data, analyses over 400 million events and identifies over 50,000 security incidents each 
month, which are managed by our 24x7 Security Operations Center. Alert Logic, founded in 2002, is headquartered in Houston, 
Texas, with offices in Seattle, Dallas, Cardiff, Belfast and London. For more information, please visit  www.alertlogic.com.

Additionally, the analyst will spend time reverse engineering 
malware that was either submitted by a customer or downloaded 
from the underground, in order to extract information used 
to create new security content. Further, analysts will regularly 
mine their known illicit sources for lost and stolen data and will 
notify any customers if data associated with their organization 
is located.

The best way to protect against a threat is to uncover it before 
anything happens. These analysts are also constantly looking for 
signals of pending attacks, and when discovered, they provide 
details to the Security Content Team in order to proactively 
create and deploy new content.persistent threats (APTs) and 
trending attacks, profiling hacking groups, and monitoring for 
bugs, vulnerabilities and exploits.
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A DAY IN THE LIFE OF A THREAT INTELLIGENCE ANALYST (CONTINUED)

SECURITY CONTENT AND THREAT INTELLIGENCE DRIVE CONTINUOUS PROTECTION

Alert Logic Cloud Defender provides a unique solution for customers by incorporating all the components necessary 
to secure and protect your environment in one offering. Unlike other providers who only deliver products and static 
security content, Alert Logic customers reap the benefit of continuous research and up-to-date security content. It is 
this dedication and commitment to uncovering threats and defining security content to combat those threats that makes 
Alert Logic the leading provider of Security-as-a-Service for cloud and hybrid IT environments.


