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What is DevOps?

The software development process has seen a radical transformation in recent years. The traditional siloes of 

development and operations have been shattered to make way for a faster, more agile software development model, 

one that bridges the development and operations divide to establish a shared culture of trust, ultimately improving 

collaboration and productivity. This new model, dubbed DevOps, seeks to merge all teams into a unified front 

throughout the entire process of development.

Traditionally, certain steps in the production process, like Quality Assurance testing (QA) were only thought of near 

the conclusion of the development lifecycle. This is problematic for a number reasons, as the close of production is 

a high-pressure time, and businesses are eager to move competitive products to the market as quickly as possible. 

At this point, any issues that threaten deadlines can negatively impact revenue, schedules, or even the quality of the 

finished product. By integrating a continuous process of testing from the beginning of the development lifecycle  

changes can be made, and fixed, as they go.

The same now needs to extend to security practices.  The development of software throughout the entire production 

lifecycle, from design and requirements to development, production support, and eventual market release needs a 

continuous, automated delivery of security and compliance.  For example, how can you deploy continuous delivery 

of an application that accepts credit cards without building in the necessary security tools and processes to meet PCI 

compliance through every stage of the process?

By automating infrastructure and workflows to continuously monitor and measure application performance, DevOps 

practices can enable developers to move toward a continuous delivery model, wherein new features are rolled into 

live software as they are created. More and more organizations are embracing DevOps to realize the compelling 

business outcomes that automation provides, including:

• Safer release cadence

• Increased application stability

• Rapid response to shifting market conditions

All of these outcomes are stepping stones to the most positive and sought-after impact to organizations—more 

revenue. In business operations, collaboration and trust are key; the software development industry has now taken 

the cue, bringing competitive products to market and monetizing them by breaking down operational siloes between 

all key teams in the development lifecycle. And as these organizations increase their numbers of concurrent projects 

in production, so too do the operational and economic value increase.

MORE AND MORE ORGANIZATIONS ARE EMBRACING DEVOPS TO REALIZE THE 
COMPELLING BUSINESS OUTCOMES THAT AUTOMATION PROVIDES.



DEVSECOPS: THE INTERSECTION OF DEVOPS AND CONTINUOUS SECURIT Y | 4

ALERTLOGIC.COM  /  U.S. 877.484.8383  /  U.K. +44 (0) 203 011 5533 

Alert Logic conducted a recent survey of DevOps practitioners, in order to better understand the role of security in 

their software development lifecycle, and to determine the challenges that they face with automating it beyond the 

planning stages.   Of the 96* respondents, 73 were actively using some practices of DevOps and were qualified to 

have an informed opinion on how that is currently working.

In fact, of the 73 respondents, 71% have more than 26 concurrent software projects running–showing that not only do 

they understand the need for automated software delivery but that they are doing it at scale–a huge task requiring 

the on-going involvement and input of multiple departments and teams.

As you can see, on top of the high number of projects in production, there is a high percentage of frequent 

updates—80% of respondents push an average of 22 updates per week into live production environments. These 

findings make it clear that DevOps is strategically important to the respondents’ development lifecycle, but where 

does security fit in to the equation?

DevOps at Work: Real-World Observations on the State of DevOps
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Why is application security so important to the DevOps revolution?

The next step in the evolution of software development is the integration of security into the DevOps model. Cloud 

computing, SaaS and mobile applications have created new opportunities for increased efficiency and productivity 

directly linked to revenue, but currently the agile nature of DevOps is at odds with the manual, static nature of 

information security. 

Developers and Operations Have Different Priorities

Historically, development teams have “thrown a product over the wall” to operations, who are left to their own 

devices to solve whatever anomalies, vulnerabilities, or defects found in the software before security involvement. 

But organizations everywhere are seeing the downside to this mode of security. And the downside goes beyond 

the pricey fixes at the end of production. Confidential, IP, financial, and customer data are all at risk if security is an 

afterthought of production, rather than an integrated component.

“DEVOPS GIVES US THE OPPORTUNITY TO BUILD SECURITY HOLISTICALLY INTO THE 
DEVELOPMENT AND OPERATIONS PROCESS, AND THAT IS THE ONLY WAY WE ARE EVER 
GOING TO BE SUCCESSFUL.”  ALAN SHIMEL, DEVOPS.COM
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Key findings 1: Communication is weak outside the DevOps team

While 80% of survey respondents employ DevOps in the development process, a large number of them have faced 

challenges when attempting collaboration with teams and toolsets outside of the DevOps team. Manual security 

becomes a hurdle to clear in the production cycle, due to poor communication and a lack of automation in the security 

infrastructure. In other words, without a continuous process for application and infrastructure security, security was 

found by a large percent to be in need of significant improvement.

How can security fit into a DevOps model for production?

Security should be addressed at the requirements phase of development, so that vulnerabilities and defects in the 

software can be uncovered and resolved while the software itself is moving through the requirements stage, along 

with design, architecture development and testing. In the same way that quality, stability and availability should be 

baked into a product, so should security.

Communications and the sharing 
of common toolsets between the 
Development and Operations 
teams were considered to be 
working well 

Communications and toolsets 
outside of the DevOps teams, 
with security and compliance 
were rated as poor, or required 
significant improvement 

Of those that have integrated 
security infrastructure into 
DevOps process, 52 people 
indicated that it had been poorly 
managed or needed significant 
improvement

Staggeringly, 56 people 
acknowledged that they haven’t 
implemented a continuous process 
to improve application and 
infrastructure security into their 
projects

HAD GOOD 
COMMUNICATIONS

COMMUNICATIONS WERE 
BAD OUTSIDE THE TEAM

BELIEVE INTEGRATION
WAS POORLY MANAGED

ADMIT NOT IMPLEMENTING
CONTINUOUS PROCESS
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Key findings 2: Disconnect between perception and reality on role of security

The Reality of Security Integration Into DevOps

All the respondents to the Alert Logic survey agree that automating security into the development lifecycle is the 

right thing to do, but the reality is significantly lagging behind. The challenge is that the agile nature of DevOps is at 

odds with the historically manual, static nature of information security. Security is often siloed and breaks down the 

communications and processes across development lifecycle–causing the vast majority of critical system downtime, 

and downtime from security breaches.

While perception is on target for security integration, the reality is that it isn’t happening. This is most likely because 

integrating security into the DevOps movement creates its own set of challenges. The often-practiced approach to 

security—one of checklists, templates, manual processes, etc.—will not scale with the speed of current migration 

to the cloud. 

Perhaps because of this, many organizations who agree that security should be integrated into DevOps are simply 

still not able to execute the practice.

PLANNING

% FOR SHOULD
AUTOMATE

% WHO DO
AUTOMATE

CODE DEVELOPMENT

TESTING

PRODUCT RELEASE

OPERATIONAL REVIEW

MONITORING

40%

31%

59%

40%

16%

23%

100%

75%

67%

88%

92%

100%
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DevSecOps: Incorporating Security into the DevOps Lifecycle

In a Dev’Sec’Ops model of delivery, all security components are automated for continuous deployment.

It is clear that in order for DevSecOps to become a reality, security must be an integrated part of the process, not an 

add-on bolted on at the end of production. It must be driven by business goals, and clearly articulated throughout the 

lifecycle. So how does it become a reality? Security itself needs to make a change. The manual practices of the past 

must give way to continuous security model. This begins with the following:

• EDUCATION  – Secure programming education is required to make sure developers are limiting and testing 

inputs, storing minimum data and encrypting, compartmentalizing the system, questioning requirements 

that may introduce security risks for little gain, limiting privileges, and analyzing and auditing the code.

• AUTOMATED TESTING – Combine elements of static and dynamic techniques to run automated tests 

continuously on the software under development, and see how it copes with malicious traffic. Monitor data 

inside the application to pinpoint issues that might arise from real-world attacks, facilitating remediation.

• SECURITY ANALYSTS – Properly configure your tools and interpret the results. You can buy the best 

security tools in the world, but you have to know how to leverage them and act on the data. An external 

analysis can provide real insights that will boost application security.

77% The majority of respondents surveyed cited a lack of people and 
relevant skills as the biggest barrier to implementing a continuous 
security model—in fact, only 23% of respondents believe they have 
the right people with the right resources.

Key findings 3: Lack of in-house security expertise
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• OWASP – (The Open Web Application Security Project) is a great community where you can find innovative 

solutions to modern software security challenges. It can help you understand secure development standards 

and it’s packed with invaluable resources and advice from experts around the globe.

• THREAT RESEARCH – Continually model potential threats and test for them— especially as threats are 

constantly evolving. Opening communications between Developers and the security team enables threat 

intelligence information to pass between the teams to ensure software is continually developed with these 

new threats in mind and how to reduce those threats

DevSecOps: Incorporating Security into the DevOps Lifecycle

Ultimately, security should be continually evolving in the automated process— continuous, real-time monitoring is 

key to this evolution. Through continuous monitoring, security teams can detect and nullifying security threats and 

integrate these learnings into the development lifecycle, ensuring software updates are as secure as possible, and 

minimizing the risk and cost of avoidable security breaches, forensic post-compromise analysis, reputational damage 

and the cost of redevelopment of insecure software.
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10 Tips for Security Professionals

The security team will always need to have a strong presence in DevOps for monitoring and incident response, but 

over time should play a smaller part as everyone involved starts to embrace security.

The key is to not add security, but integrate it. By integrating security into DevOps, the end result it more predictable, 

auditable and more secure. When the platforms infrastructure is stored as a set of scripts that can be executed in 

a repeatable way, it is referred to as “Infrastructure as Code.” So the security platform should move to a “Secure 

Infrastructure as Code” platform, wherein the security team moves away from legacy word files to a set of scripts to 

automate a process that can be executed in a repeated and predictable way within the DevOps pipeline. Instead of 

validating the end solution, the team shortens the cycle to validate the delivery pipeline—meaning when the product 

is released into live production it has met the relevant security and compliance goals and is repeated every time source 

code gets pushed into production. In order to shift to a “Security as Code” practice, keep in mind the following tips:

1. ARCHITECTURE AND DESIGN (THREAT MODELING) 

During architecture and design, the development teams will be attempting to rapidly iterate against 

the requirements whilst building out the cloud infrastructure. It is at this point that security teams 

need to get involved to understand the scope of what teams are reviewing. Different elements 

of the infrastructure need protection in different ways. Learn and understand the shared security 

model, (e.g., protecting Amazon S3 is very different than protecting IaaS instances). Without this 

upfront knowledge, there will be too many surprises. The barriers between IaaS and PaaS are rapidly 

breaking down, and each has a different security paradigm.

Threat modeling can be done against the different components. This will allow security teams to 

define the threats against the different components, and what elements are going to be needed 

further up the DevOps pipeline to secure them.

ACTION: Work with the architecture to understand the cloud components being used, and the security 
controls required for each. Take this further by using techniques like Threat modeling.

2. STATIC CODE ANALYSIS + CODE REVIEWS

Code reviews are a common part of DevOps. Security teams should educate people on secure 

coding techniques so that they can include this into their secure code reviews. However, many of 

these items can be validated by using Static Code analysis. This is where the source code or a 

partially compiled version of the source code can be checked for potential vulnerabilities. Many 

potential security vulnerabilities can be picked up at this point, and if they fail the checks, it breaks 

the build. Developers will quickly change coding techniques to meet the requirements.

ACTION: Understand what the current code review process is and ensure that there are security 
elements within that. Likewise, investigate what Static Code Analysis tools are available and if they 
can be used.
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3. AUDIT OF CHEF COOKBOOKS / CLOUDFORMATION SCRIPTS

You will hear the phrase “Infrastructure as Code” a lot in the DevOps world. This is where the infrastructure 

is built in a highly automated way using scripts and configuration files. The advantage of this for a 

security professional is that automated checks can be run against these scripts. If a developer creates 

an infrastructure script to create a storage bucket with public access to the internet, this can raise an 

error. Combine this with the threat modeling where potential issues have been identified (like marking 

a storage bucket as public) and you have a very powerful tool to validate the infrastructure every time a 

developer makes a change.

ACTION: Use the automation tools to ensure that the infrastructure is being built to meet the security 
standards.

4. SECURITY TESTING POST BUILD 

Automated builds and unit tests running after check-in are a core part of DevOps. This is where security 

teams can add in security testing tools to automate the validation of the build (https://www.owasp.org/

index.php/Appendix_A:_Testing_Tools). The reason why automated build and testing is so key in DevOps 

is that the shorter the time between a developer checking in code and a test failing, the less time it will 

take for the developer to fix the issue. The same holds true for security vulnerabilities.  Running testing 

at the end of the project can inject significant delays as developers struggle to identify the issues and fix 

the bug. Identifying the issue within minutes of a developer checking the code reduces the time taken 

to identify and fix the issue.

ACTION: Investigate automated security testing tools and integrate into the build process.

5. SECURE AND HARDEN THE OPERATING SYSTEM

Let’s move from “Infrastructure as Code” to “Secure Infrastructure as Code.” If you are creating and 

building servers via scripting, lets also add in the scripts to lockdown the OS as well. The risk of applying 

OS hardening at the end of the project is that the application stops working. If it is applied at the 

beginning of the project, then 1) issues are identified up front, and 2) if the hardening has to be relaxed, 

it can be identified early, and security teams can work with the developer to potentially find another 

way of performing the function. If it occurs late in the project, the development team will force the issue 

through.

ACTION: Review the automation scripts to ensure that the OS is being deployed in a secure way and 
any changes to this standard are controlled. Use resources like SANS Linux Security Checklist or CIS 
Benchmark.

https://www.owasp.org/index.php/Appendix_A:_Testing_Tools
https://www.owasp.org/index.php/Appendix_A:_Testing_Tools
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10 Tips for Security Professionals (Cont.)

6. HARDEN YOUR CLOUD DEPLOYMENT (STANDARD AMIS, SECURITY GROUPS, IAM ROLES, 

MFA TOKENS) 

Cloud services can deliver incredibly secure infrastructures if done correctly. However, it is also 

very quick and easy to open up significant security holes. You need to review how your company is 

using the cloud. This includes the segregation of roles: Do developers have the right to change the 

production environment? If so, why? Typically, no one lets their server administrators walk around 

using Domain Admin accounts. So why should people have root access in the AWS Console. You 

need to review everything from the development environment through to production.

ACTION: Review how teams are accessing the console and what permissions that they have. People 
should only have the permission they need to do their job, and if they have significant permission, 
they should be using two-factor authentication.

7. DEPLOYMENT OF SECURITY TOOLS

Once you are deploying applications to production, are you going to be able to keep up with multiple 

teams deploying multiple applications to production? In the same way you can use automation to 

ensure that security is as you require it, you can ensure that your security tools are deployed at the 

same time.

You should be looking at deploying network detection for threats on the network, monitoring of 

HTTP for attacks as well as monitoring log files.  

ACTION: Script the deployment of your security tools so that all environments have a baseline coverage.

8. VULNERABILITY SCANNING OF OS AND APPLICATIONS

One of the most common attack vectors is exploiting the vulnerabilities in the OS or applications that 

are running on the servers. As part of a DevOps pipeline, servers can be checked for vulnerabilities. 

This ensures that you know what state your servers are in at any point. 

ACTION: Run regular vulnerability scans against the environments and remediate any vulnerabilities.

9. PHOENIX UPGRADES

Instead of deploying patches to production, you should be burning and redeploying servers as 

required. This not only increases your agility to roll out new versions, but also increases your ability 

to rapidly respond to security issues. You can deploy a new patched version across your entire cloud 

environment rapidly and safely; and with the phoenix upgrade strategy you also reduce the risk of 

technical debt and configuration drift. Once all of these elements are in place, it will allow you to 

audit production to ensure that at any point in time you understand what state production is in, and 

if it has drifted from its defined security profile. The cloud is often referred to as a programmable 

datacenter. Developers can use this to create huge IT systems in very short timeframes. You can use 

this same power to audit these systems multiple times a day.

ACTION: Work with the DevOps team to support them using Phoenix Upgrades and ensure this gives 
you the ability to patch security issues and roll them out.
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10. ON-GOING AND REAL-TIME AUDIT OF PRODUCTION ENVIRONMENT

Post-deployment visibility often comes down to the level of auditing that has been put in place; you 

should have standard auditing levels across different server roles and applications. Your goal is to get 

a level of auditing that can be fed into a security tool, such as Alert Logic ActiveAnalytics, to give it 

the data that is needed, but not swamp your servers with too much auditing.

Once all of these elements are in place, it will allow you to audit production to ensure that at any 

point in time you understand what state production is in, and if it has drifted from it defined security 

profile. 

ACTION: Work with the development team to set logging levels and use a tool like Chef to ensure that 
your configuration does not drift.

Closing the Security Gap

Development, operations and security are fundamentally intertwined and dependent on each other. The evolution of 

DevOps should now be extended to embrace security—providing speed and agility to securing critical applications, 

assets and services in a more predictable, auditable and secure way. 

Dev’Sec’Ops will be fully realized when organizations stop adding it onto the end of the development lifecycle and 

start integrating it in so that it becomes a seamless part of the secure continuous delivery lifecycle. Then we will stop 

talking about it as Dev’Sec’Ops and it will once again become DevOps.


